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FULL-TIME IT POSITION
This position is responsible for handling the daily operations and administration of the IT server infrastructure. Also performs a wide variety of duties which include, but are not limited to, analysis, installation, modification, documentation, maintenance, problem diagnosis, and repair of server and endpoint technology hardware and software. The position also provides hardware and software technical guidance to onsite users.
Responsibilities
· Deploy and troubleshoot applications and solutions.
· Provision and support of MS Windows-based servers.
· Provide technical support to users.
· Support Windows Server 2008-2016 in a highly virtualized VMware ESXi environment focused on Active Directory, DNS, Group Policies, Kaseya, SCCM.
· Professional experience with SQL and relational databases.
· Administration of the Storage and Backup systems.
· Professional experience with NetApp Storage systems.
· Experience with AWS and Azure backup and DR.
· Professional experience with Dell Equallogic Storage system.
· Support MS Office 365 environment. SharePoint administration background is a plus.
· Build, manage, and maintain the operating systems and hardware for enterprise computing infrastructure.
· Maintain and understand systems, regulatory requirements, and security interdependencies of the systems.
· Contribute to and maintain security posture across the enterprise in accordance with company policies.
· End-point security, i.e. McAfee. 
· Document management.
· Recommend and implement, where possible, automated approaches for server and system administration tasks.
· Monitor and maintain firmware, security patches levels on server and storage components across the enterprise.
· Monitor systems and provide information on system outages, resource issues, security events, and hardware alerts.
Continued …




Required Skills  
Basic to moderate skills with the following: Networking TCP/IP and associated protocols, wired Ethernet, managed switch configuration (IOS a plus), VLANs, WANs.
· Network and information system security
· Virtualization
· Provide technical support to end-users
Desired Skills
· Proficiency in deploying, maintaining, and troubleshooting ESXi, vSphere, and vCenter.
· Experience with MS Office 365 administration.
· In order to be considered for Senior level, applicant must have seven years of professional experience with AD, DC, NetApp Storage systems, and VMware. 
Required Experience
· Windows domain administration: Active Directory configuration, account management of users and groups, Group Policy administration.
· Linux server administration (primarily Red Hat).
· Automation via scripting for multiple operating system environments.
· Strong communication and organizational skills as well as technical troubleshooting skills.
· VMware vSphere management.
Educational Requirement
A Bachelor’s degree in Computer Science or related field is preferred, however, a combination of education and experience may be considered in lieu of a degree. MCSE certification or MCSA with a minimum of three years experience required. 
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